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Overview

The SAR PC Program was originally developed to aid Financial Institutions in the
paperless preparation of Suspicious Activity Reports. The third version of this pro-
gram has been upgraded to include the following:

* Year 2000 Compliance

» Improved Database Technologies

» Improved Importing and Exporting Capabilities

* Improved SAR Printing Capabilities

* New Reports

 Ability to import SARs from SAR Version 1.0 and SAR Version 2.0 software
packages.




System Reguiements

The minimum systems requirements are listed below:

* Pentium Processor

* 16 Mb RAM

» Hard Drive with 30 Mb

 CD-ROM Drive

» 3.5"HD floppy disk drive
* VGA color monitor
e Windows 95/98/NT 4.0

e Mouse
* Printer




To install the software from the FInCEN Website, follow the steps listed below:

Installing & Running SAR Version 3.0

Download the self-extracting executable into a NEW Directory by clicking on the

sarv3 install.exdink.

When you click on the sarv3_install.ex&save AdDialog Box will appear similar to the

one below:

Save As
Save in: IaTemp j ﬁl I_ E
0 _istrnp.dir [#]_ins0433_mp  [#] ~cdeddtmp =] cfirD =] o
-] adobetmp ] _inz0433 _rmp ] ~difde2d trap g3 ] trt
23 Ixp 000 tmp [#] ~cfl aletmp [e#] ~ i3 7 trmp 8] PEB5212 tmp ]
20 lxp0id tmp [#] ~dfzB3ctmp [#] ~ins0363~“mp [ PEEROM Imp ] trk
20 lxp002 tr ] ~dif9e 4 4mp ] ~gst1 c18amp ] PESb 244 tmp ] trt
20 Ixp003 tmp ] ™~ dfalaf rnp [#] ~get3E23tmp =] PMCliptmp ] 1
20 Ppti 0 [#] ~dfa?09 rmp [#] ~gstatzh trmp ] prm? ] trk
.1 Swaetup ~dfc18fimp B chrs ] Swe1 22 3tmp ] trt
21he [#] ~dfd19atmp [#] Clphoard gt 3] S0 3t ] trk
4 | |
File name: IsamS_instaII.exe| Save I
Save as type: IAII Files (**) j Cancel |

Create a new directory by clicking on thew Folderlcon, =] within thesave Adialog
Box. TheSave AdDialog Box’s appearance will change by creating a new folder with itg

name highlighted:

Save As | 7 x]

Save in: I@Temp j gl I_
=] “'dfd19atmp =] Clpboard gt @] Sw 2013 tmp ] trbFOA2 THP
8] ~dfdcdd tmp 8] clirD 8] 5w 92334mp ]t F294. TP
] ~dfde?d tmp ) g3 | trb1213. TP [#]wiB240.THP
8] i3t ] PRES212 trap [ trb2184.THP [#]wtE241 THP
] ~ins0363.~mp 8] PESBOfA tmp ] trb 30E1.THP ] wt?132.THP
] ~gstl c18.mp %] PEER 244 trnp | trb3z22 TP [ wt?133.THP
8] ~st352 3 mp a8 PMClip trnp ] trla 3260 TP B [ ew Folder]
=] ~gstizbtmp =] prmz =] rb41D1. TP

] Sl 2e3tmp [ trbR0A2 THP
4

I%cbrs

File name:

IsaNS_install.exe

Save as type: IAII Files (%)




To install the software from the diskettes, follow the steps listed below:

Change the name to something meaningful (e.g. SARv3Install) andRii T¢RN or
ENTER Key on your keyboard to save the folder name.

Move into the folder by double-clicking with your left mouse button on the newly created
folder.

Click theSaveButton and the executable will be saved into your newly G
directory.

Extract and run the setup program automatically by executing sarv3_install.exe
In Windows 95/98 or Windows NT 4.0, click on t8@ART Button and sele®UN. If you
know the path name to the executable, type it into the box shown; otherwise, locate the

executable using tHEROWSEButton.

Once the setup program is complete, the program will be installed into the directory you
specified; the default is C:\Program Files\SAR Version 3.

Invoke the program by double-clicking on the ICON lab&adR Version dunder the&START/
ProgramsMenu.

Insert the first diskette into the floppy diskette drive of your computer.
Click on the WindowSTARTMenu and choose thiun Menu Command .
In the Open Box, type “A:\Setup.exe” and then click@eButton.

The Program Installation will begin. Follow the onscreen instructions to
complete the installation of the software.

Once the setup program is complete, the program will be installed into the directory you
specified; the default is C:\Program Files\SAR Version 3.

Invoke the program by double-clicking on the ICON lab&adR Version dunder the&START/
ProgramsMenu.

reated




Maneuvering Through SAR \érsion 3.0

The following list describes common commands that work throughout the syste

Keyboard Commands

TAB
Shift+TAB
Ctrl+C
Ctrl+Vv
Ctrl+X

The following section shows the different types of objects used in the software :
gives a brief description of each:

System Objects

Save

Command Buttons

10 -

Combo Boxes

[ Mysterious Disappearance
[ Wire Transfer Fraud

Check Boxes

|~ ~
Date Fields

Response

Move forward one field
Move backward one field
Copy selected text

Paste selected text
Cut/Delete selected text

Data/Response Expected

Use the mouse to click on a Command Button.

Use the mouse to click on the arrow to show ¢
contents of the Combo Box. Use the mouse to
select one of the options within the Combo Box

M.

hnd

Il the

Use the mouse to select/deselect a Check Box. .

Enter the dates in MM/DD/YYYY format.




— .00

Money Fields Enter monetary amounts using numeric input

The field will not except any other type of input.

Decimals or commas are not allowed.

|(555) 555-5555

Phone Fields Enter the phone numbers in (###) ###-###H#
format. The field will only except numeric
input.

FlfBrarch Oata | Suspect Data
Section Tabs These tabs resemble the tabs in a file folder.

move to different parts of the SAR and the Use

Defaults, use the mouse to click on the tab of the

section you wish to work with.

mthis SAR and continue working on it|

only.

To
[

Tool Tips/Hints When the mouse cursor is placed over a Comimand

Button, a Tool Tip/Hint will appear that gives moye

information about what will happen if the Com-
mand Button is clicked.




Main Menu Screen

The Main Menu Screen is the starting point for the software. You can reach every option withip the
system from the Main Menu Screen. Please see Exhibit A.1 for an example of this screen. The fol-
lowing list explains the purpose of each option within the system:

Option Purpose
User Defaults The user should use the User Defaults section to enter

information about the Financial Institution, Branches within
the Financial Institution and the Preparer of the SARs. The
User Defaults section must be filled out before the system will
allow you to enter any SAR information.

Create a New SAR Use this option to begin work on a new SAR. This option
will not function until the User Defaults have been filled out

Retrieve an Old SAR Use this option to retrieve an old SAR and continue working
on it. You may also use this option to retrieve a SAR that hias
already been filed. If the SAR has been filed, the system will
make a copy of it and add it as a new record.

Print SARs Use this option to print the full SAR. This option also allows
you to print multiple SARs.
Reports Use this option to choose from a variety of reports to print.

The following report options are available:

 SAR.List

e Suspect List

e Witness List

« State and Zip Code List
e Country Code List

Create SAR Diskette Use this option to create a diskette to send the SARSs to Detroit
or create a backup of your SARs.

Import SARs Use this option to import SARS into your system that were
created on another system or in a previous software versign.

Exit Use this option to leave the system.

-10 -



User Defaults Section

The User Defaults Section allows the user to input the default information for the Financial Instjtution,
Branches within the Financial Institution and the Preparer Information. To enter this section, c|ick the
User DefaultsButton on the Main Menu Screen. This section must be filled out before the system will
allow the creation of a SAR report. Only one Financial Institution and one Preparer may be stored in
this system. Multiple Branches are allowed. The following table gives information about the flelds
that are displayed on the User Default Screens. Please see Exhibits A.2 - A.4 in Appendix A for an
example of these screens.

Financial Institution Information Tab:

Field Section Data Field
Name Tab Expected Required
Financial Institution Name Fi namlaJ The Name of the Financial Institution. YES
Institution
. Financial .
Primary Federal Regulator Institution Use the mouse to select one of the five regulators YES
Financial Address of the Financial Institution using any
Address Institution combination of text and numbers YES
Gi Financial City of the Financial Institution using any combination of YES
Y Institution text and numbers
Sate Fi ngnqal _State of the Financial Institution. A two character entry YES
Institution is expected.
) Financial Zip Code of the Financial Institution. A five or nine
Zip Code Institution digit entry is expected. YES
EIN Financial EIN of the Financial Institution. A nine digit entry is YES
Institution expected.
. Financial Transmitter Control Code that has been assigned by the
Tr tter Control Code Institution DCC. A eight character entry is expected. YES
Asset Size Financial The Asset Size of the Financia Institution. A numeric NO
Institution entry is expected. No commas or decimals are allowed.
Financial The Last Name of the Contact Person at the Financial
Contact Last Name Institution Institution. YES
. Financial The First Name of the Contact Person at the Financial
Contact First Name Institution Instituti on. YES
. . Financial The Middle Initial of the Contact Person at the Financial
Contact Middle Initial Institition Institution. NO
Financial The Job Title of the Contact Person at the Financial
Contact Title Institution Institution. YES
Financial The Phone Number of the Contact Person at the Financial
Contact Phone Number - Institution. A phone number in (###) ##-## format is | YES
Institution expected

-11 -



Branch Information Tab:

Field Section Data Field
Name Tab Expected Required
Branch Number Branch The 3ranch Number assigned to the Branch. A numeric YES
entry is expected.
Address Branch The Address of the Branch. YES
City Branch The City where the Branch is located. YES
State Branch The State where the Branch is located. A two character YES
entry is expected.
) The Zip Code where the Branchis located. A five or
Zp Code Branch nine digit entry is expected. YES
The date thet the Branch closed. The entry is expected
If Closed, Date Closed Branch to be in MM/DD/YYYY formet. NO
Contact Last Name Branch The Last Name of the Contact Person at the Branch. YES
Contact First Name Branch The First Name of the Contact Person at the Branch. YES
Contact Middle Initial Branch The Middle Initial of the Contact Person at the Branch. NO
Title/Occupation Branch The Job Title of the Contact Person at the Branch. YES
The Phone Number of the Contact Person at the Branch.
Phone Number Branch A phone number in (##) ##-##HH format is expected. YES
Agency Branch The Agency that the Contact Person is affiliated with. NO
Preparer Information Tab:
Field Section Data Field
Name Tab Expected Required
Preparer Last Name Preparer The Last Name of the person who prepares the SARs. YES
Preparer First Name Preparer The First Name of the person who prepares the SARs. YES
Preparer Middle Initial Preparer The Middle Initia of the person who prepares the SARs. | NO
Preparer Title Preparer The Title of the person who prepares the SARs. YES
The Phone Number of the person who prepares the
Preparer Phone Number Preparer SARs. A phone number in (##) #iH-##H# format is YES

expected.

-12 -




General Instructions for User Defaults

How to Add the Financial Institution Information:

1. Click on theFinancial Institution Section Tab.
2. Enter the required information in the expected format.
3. Click theSaveButton when finished entering the information.

How to Edit the Financial Institution Information:

1. Click on theFinancial Institution Section Tab.
2. Edit the information as follows:

- Ifyou are editing a text, phone number, date, or money field, click within the box to
the cursor. Use thgackspaceor DeleteKey to remove the current information. Type i
your new information.

- Ifyou are editing a check box, use the mouse to select or deselect the check box.

- If you are editing a combo box, use the mouse to select the arrow to display the ent
contents of the combo box. Use the mouse to choose your new selection from the ¢
box.

3. Click theSaveButton when finished editing the information.

* If you edit the Financial Institution Information after you have already filed SARs with
DCC, the Financial Institution Information for the filed SARs will not change to the new
information. If you have created SARs, but have not filed them, they will have the latest
Financial Institution Information when they are filed. If this happens, the system will rety
a message that states:

“You have # SARs that you have not filed yet. Changing your default Financial Institutiof
information will put that information onto your unfiled SARs when you create your disk
Do you wish to continue?”, where # equals the total number of unfiled SARs

If this is what you want to do, click théesButton, otherwise click thido Button.

How to Print the Financial Institution Information:

1. Click on theFinancial Institution Section Tab.

2. Click on thePrint Button that resides within tHénancial Institution Section.

3. When the Print Dialog Box appears, click @i Button to print or th€ancelButton to cance
the operation.

How to Add a Branch:

lace

ombo

the

=

n

pite.
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Click on theBranch Section Tab.

Click on theNewButton.

Enter the Branch Number in the Dialog Box that appears and then clieK Btton.
Enter the required information in the expected format.

Click theSaveButton when finished entering the information.

A A

How to Edit a Branch:

1. Click on theBranch Section Tab.
2. Edit the information as follows:

- Ifyou are editing a text, phone number, date, or money field, click within the box to [
the cursor. Use thgackspaceor DeleteKey to remove the current information. Type i
your new information.

- Ifyou are editing a check box, use the mouse to select or deselect the check box.

- If you are editing a combo box, use the mouse to select the arrow to display the ent
contents of the combo box. Use the mouse to choose your new selection from the ¢
box.

3. Click theSaveButton when finished editing the information.

How to Move through multiple Branches:

1. Click on theBranch Section Tab.
2. To move forward through the Branches, clickNiestButton.
3. To move backward through the Branches, cliclPtieiousButton.

How to Delete a Branch:

1. Click on theBranch Section Tab.
2. Use théNextandPreviousButtons to move to the Branch that you want to delete.
3. Click theDeleteButton.

How to Print the current Branch:

1. Click on theBranch Section Tab.

2. Click thePrint Button that resides within tigranch Section.

3. When the Print Dialog Box appears, click @i Button to print or th€€ancelButton to cance
the operation.

How to Add the Preparer Information:
1. Click on theSAR PrepareiTab.

2. Enter the required information in the expected format.
3. Click theSaveButton when finished entering the information.

lace

ombo
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How to Edit the Preparer Information:

1. Click on theéSAR PreparerSection Tab.

2. Edit the information as follows:
- Ifyou are editing a text box, click within the box to place the cursor. U&attlespace
or DeleteKey to remove the current information. Type in your new information.
- Ifyou are editing a check box, use the mouse to select or deselect the check box.
- Ifyou are editing a combo box, use the mouse to select the arrow to display the entjre
contents of the combo box. Use the mouse to choose your new selection from the qombo

box.
3. Click theSaveButton when finished editing the information.

How to Print the Preparer Information:

1. Click on theSAR PrepareiSection Tab.

2. Click on thePrint Button that resides within tHRAR PrepareiSection.

3. When thérint Dialog Box appears, click th@K Button to print or th€ancelButton to
cancel the operation.

How to Print all the User Default Information at once:
1. Click on thePrint Button that resides near the bottom of the screen, next Retien to Main
Menu Button.
2. When théPrint Dialog Box appears, click ti@K Button to print or th€ancelButton to
cancel the operation.

Return to the Main Menu Screen:

1. Click theReturn to Main MenuButton.

-15 -



Create a New SAR Section

The Create a New SAR Section allows the user to add new SARSs to the system. When a SA
the user needs to remember that up to 99 Suspects and Witnesses are allowed per SAR. Th
tive/Description part of the SAR will hold approximately 32K or 32,000 bytes.
purposes, 1 byte is generally equivalent to 1 character. To enter this section, dicatieea New

SARButton on the Main Menu Screen. The following tables give information about the fields tl
displayed on the SAR Information Screens. Please see Exhibits A.5 - A.14 in Appendix A for

example of these screens.

Fl/Branch Data Tab:

For reference

Field Section Data Field

Name Tab Expected Required

Check Appropriate Box FI/Branch Data ggoljtlnnaj Report, Corrected Report or Supplemental YES

Name of Financial Institution FI/Branch Data | Automatically retrieved from User Defaults. YES

EIN FI/Branch Data | Automatically retrieved from User Defaults. YES

Address of Financial Institution FI/Branch Data | Automatically retrieved from User Defaults. YES

Primary Federal Regul ator Fl/Branch Data | Autometically retrieved from User Defaults. YES

City FI/Branch Data | Automatically retrieved from User Defaults. YES

State FI/Branch Data | Automatically retrieved from User Defaults. YES

Zip Fl/Branch Data | Autometically retrieved from User Defaults. YES

Branch Code FI/Branch Data | Select the Branch Code from the Combo Box. NO

Address of Branch Office(s) Where | oy /g ok pata | The Address of the Branch Office. YES

activity occurred

Asset Size of Financial Institution FI/Branch Data | Automatically retrieved from User Defaults. YES

City FI/Branch Data | The City that the Branch Office resides in. YES
The State that the Branch Office resides in. A two

State Fi/Branch Data character abbreviation is expected. YES

Zip FI/Branch Data The_le _Cc_Jde that _the Bran_ch Office residesin. A five YES
or nine digit numeric entry is expected.

N The date that the institution closed, if applicable. A date

If institution closed, date closed FI/Branch Data in MM/DD/YYYY formet is expected. NO
The Account Numbers of any affected account. There

Account numbers(s) affected, if any | FI/Branch Data | are two input boxes for a maximum of two account NO
number entries.

Have any of the institution's accounts Check Yes or No. If Yes, input the account number of

related to this matter been closed Fi/Branch Data the account that was closed. NO

R is input,
e Narra-

nat are
AN
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Suspect Datdab:
Field Section Data Field
Name Tab Expected Required
Last Name or Name of Entity Suspect Data The Last Name of the Suspect or the Entity. NO
First Name Suspect Data The First Name of the Suspect. NO
Middle Suspect Data The Middle Initia of the Suspect. NO
Address Suspect Data The Address of the Suspect or Ertity. NO
SSN, EIN, or TIN Suspect Data The SSN, EIN or TIN of the Suspect or Entity. NO
City Suspect Data The City where the Suspect or Entity resides. NO
The State where the Suspect or Entity resides. A two
State Suspect Data character abbreviation is expected. NO
) The Zip Code where the Suspect or Entity resides. A
Zip Code Suspect Data five or nine digit numeric entry is expected. NO
The Country where the Suspect or Entity resides. A two
Country Suspect Data character abbreviation is expected. NO
. The Date of Birth of the Suspect. The date is expected
Date of Birth Suspect Data | e in MM/DDIYYYY formet. NO
. The Home Phone Number of the Suspect . The phone
Phone Nurrber - Residence Suspect Data number is expected to be in (##H) -1 format. NO
The Work Phone Number of the Suspect. The phone
Phone Nurrber - Work Suspect Data number is expected to be in (###) -1 format. NO
Occupation/Type of Business Suspect Data The Occupati on of the Suspect or the Type of Business NO
of the Entity.
* If no suspect was identified on the date of detection of the incident requiring the filing, &
Financial Institution may delay filing a Suspicious Activity Report (SAR) for an additional 30 calen-
dar days to identify a suspect. In no case shall reporting be delayed more than 60 calendar days after
the date of initial detection of a reportable transaction. Due to the importance of this informatipn, it is
hoped that all possible measures will be taken to identify the suspect biographical data.
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Suspect Data Contab:

Field Section Data Field
Name Tab Expected Required
Forms of Identification for Suspect Suspect Data Check one of the following Identification Types: NO
Cort.
1. Driver's License/State ID
2. Passport
3. Alien Registration
4. Other - if checked, include description of the ID
Number Suspect Data The number from the Identification. NO
Cort.
Issuing Authority Suspect Data The state/country that issued the ID. A two character NO
Cornt. abbreviation is expected.
Relationship to Financial Institution | Suspect Data Check a maximum of four of the following: NO
Cort.
1. Accountant
2. Agent
3. Appraiser
4. Attorney
5. Borrower
6. Broker
7. Customer
8. Director
9. Employee
10. Officer
11. Shareholder
12. Other - if checked, include description of
relationship
Isinsider suspect still affiliated with | Suspect Data If the suspect was an insider and still affiliated withthe | NO
the financial institution Cort. Financial Institution, check Yes. If theinsider isno
longer affiliated, check No and then check whether the
Suspect was Suspended, Terminated or Resigned.
Date of Suspension, Termination, Suspect Data The date that the Suspect was Suspended, Terminated or | NO
Resignation Cont. Resigned. A date in MM/DD/YYYY format is expected.
Admission/Confession Suspect Data If the Suspect confessed, check Yes. Otherwise, check NO
Cont. No.
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SAR DataTab:

Field Section Data Field
Name Tab Expected Required
Date of suspicious activity SAR Data The date that the suspicious activity occurred. A datein | YES
MM/DD/YYYY format is expected.
Total dollar amount involved in SAR Data The amount of money involved in the suspicious activity. | NO
known or suspicious activity A numeric entry is expect. No commas or decimals are
allowed.
Suspicious Activity Type SAR Data Check a maximum of four of the following: NO
1. Bank Secrecy Act/Structuring/Money Laundering
2. Bribery/Gratuity
3. Check Fraud
4. Check Kiting
5. Commercial Loan Fraud
6. Consumer Loan Fraud
7. Counterfeit Check
8. Counterfeit Credit/Debit Card
9. Counterfeit Instrument (other)
10. Credit Card Fraud
11. Debit Card Fraud
12. Defal catior/Embezzl ement
13. False Statement
14. Misuse of Position or Self Dealing
15. Mortgage Loan Fraud
16. Mysterious Disappearance
17. Wire Transfer Fraud
18. Other - if other, include a description of the
suspi cious activity.
SAR Data ConfTlab:
Field Section Data Field
Name Tab Expected Required
Amount of loss prior to recovery SAR Data Cont. | The amount of money lost prior to recovery. A numeric | NO
entry is expect. No commas or decimals are allowed.
Dollar amount of recovery SAR Data Cont. | The amount of money recovered. A numeric entry i s NO
expected. No commas or decimals are allowed.
Has the suspicious activity had a SAR Data Cont. | If the activity had a material impact or affected the NO
material impact on, or otherwise financial soundness or the institution, check Yes.
affected the financial soundness of, Otherwise, check No.
the institution
Has the institution's bonding SAR Data Cont. | If the bonding company has been notified, check Yes. NO
company been notified Otherwise, check No.
Agency Name SAR Data Cont. | The Agency Name of the Law Enforcement Agency that NO
was contacted.
Address SAR Data Cont. | The Address of the Law Enforcement Agency . NO
City SAR Data Cont. | The City that the Law Enforcement Agency resides in. NO
State SAR Data Cont. | The State that the Law Enforcement Agency resides in. NO
A two character abbreviation is expected.
Zip Code SAR Data Cont. | The Zip Code that the Law Enforcement Agency resides | NO

in. A five or nine digit numeric entry is expected.
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Witness Datalab:

Field Section Data Field

Name Tab Expected Required

Last Name Witness Data The Last Name of the Witness NO

First Name Witness Data The First Name of the Witness NO

Middle Witness Data The Middle Initial of the Witness NO

Address Witness Data The Address of the Witness NO

SSN Witness Data The SSN of the Witness NO

City Witness Data The City that the Witness resides in. NO

State Witness Data The State that the Witness resides in. A two character NO
abbreviation is expected.

Zip Code Witness Data The Zip code that the Witness resides in. A five or nine | NO
digit numeric entry is expected.

Date of Birth Witness Data The Date of Birth of the Witness. A date in NO
MM/DD/YYYY format is expected.

Title/Occupation Witness Data The Title/Occupation of the Witness. NO

Phone Number Witness Data The Phone Number of the Witness. A phone number in NO
() H#HH-#HHE format i's expected.

Interviewed Witness Data If the Witness was interviewed, check Yes. Otherwise, NO
check No.
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Preparer/Contact Datdlrab:

Field Section Data Field
Name Tab Expected Required
Last Name Preparer/Contact | The Last Name of the Preparer. This informationis NO
Data automatically retrieved from the User Defaullts.
First Name Preparer/Contact | The First Name of the Preparer. This informationis NO
Data automatically retrieved from the User Defaullts.
Middle Initial Preparer/Contact | The Middle Initia of the Preparer. Thisinformationis NO
Data automatically retrieved from the User Defaullts.
Title Preparer/Contact | The Title of the Preparer. Thisinformationis NO
Data automatically retrieved from the User Defaults.
Phone Number Preparer/Contact | The Phone Number of the Preparer. This informationis | NO
Data automatically retrieved from the User Defaullts.
Date Preparer/Contact | The date that the SAR was filed. The current system YES
Data date is captured by the system.
Last Name Preparer/Contact | The Last Name of the Contact. This datais only needed | NO
Data if the Contact Person is different from the Preparer.
First Name Preparer/Contact | The First Name of the Contact. This datais only needed | NO
Data if the Contact Person is different from the Preparer.
Middle Initial Preparer/Contact | The Middle Initia of the Contact. This datais only NO
Data needed if the Contact Person is different from the
Preparer.
Title/Occupation Preparer/Contact | The Title/Occupation of the Contact Person. This datais | NO
Data only needed if the Contact Person is different from the
Preparer.
Phone Number Preparer/Contact | The Phone Number of the Contact Person. This datais NO
Data only needed if the Contact Person is different from the
Preparer. A phone number in (###) ##-#H formet is
expected.
Agency (if not filed by financial Preparer/Contact | The Agency that the Contact Person is affiliated with. NO
institution) Data This data is only needed if the Contact Person is
different from the Preparer.
Narrative Tab:
Field Section Data Field
Name Tab Expected Required
Expl anati or/Description Narrative The expl anati on/description of the suspicious activity. YES
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General Instructions for SAR Creation

How to Add the SAR Data:

1. Click on theFl/Branch, SAR Data Preparer/Contact DatandNarrative Section Tabs to
input the information in the expected formats.

2. See below to add Suspect Data.

3. See below to add Witness Data.

4. Click on theSaveButton that resides at the bottom of the screen, to the left Biethen to

Main Menu Button when finished entering the information.

How to Edit the SAR Data:
1. Click on theFl/Branch, SAR Datg Preparer/Contact Datar Narrative Section Tabs.
2. Edit the information as follows:

- Ifyou are editing a text, phone number, date, or money field, click within the box to
the cursor. Use thgackspaceor DeleteKey to remove the current information. Type i
your new information.

- Ifyou are editing a check box, use the mouse to select or deselect the check box.

- If you are editing a combo box, use the mouse to select the arrow to display the ent
contents of the combo box. Use the mouse to choose your new selection from the G
box.

3. See below to edit Suspect Data.
4. See below to edit Witness Data.
5. Click on theSaveButton that resides at the bottom of the screen, to the left Bigten to

Main Menu Button when finished editing the information.
How to Print the entire SAR (includes Suspect and Witness Data):

1. From any Section Tab, click tReint Button that resides at the bottom of the screen, to thq
right of theReturn to Main MenuButton.
2. When the Print Dialog Box appears, click @t Button to print or th€ancelButton to cance
the operation.

How to Add a Suspect:

1. Click on theSuspect Daté&ection Tab or th8uspect Data ConSection Tab.
2. Everytime that you start a new SAR, the system will be ready to accept the first Susped
without the user having to click tiNewButton. Please remember that this only works for
the first Suspect. If you need to add more than one Suspect to the SAR, you will have t
click theNewButton to reset the fields so that they will accept the additional Suspect D¢
3. Because of the size of the Suspect Data, it was necessary to separate the Suspect Dat
two Section Tabs. To enter all the information for the Suspect Data, you will find it necsq
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to click between the two Suspect Section Tabs.
4. Click theSaveButton that resides within ti&uspect Daté&ection Tab or thBuspect Data
Cont. Section Tab when finished entering the information.

How to Edit a Suspect:

1. Click on theSuspect Daté&ection Tab or th8uspect Data ConSection Tab.
2. Edit the information as follows:

- Ifyou are editing a text, phone number, date or money field, click within the box to p
the cursor. Use thgackspaceor DeleteKey to remove the current information. Type i
your new information.

- Ifyou are editing a check box, use the mouse to select or deselect the check box.

- If you are editing a combo box, use the mouse to select the arrow to display the ent
contents of the combo box. Use the mouse to choose your new selection from the ¢
box.

3. Click theSaveButton that resides within ti&uspect Daté&ection Tab or thBuspect Data

Cont.Section Tab when finished editing the information.

How to Move through multiple Suspects:

1. Click on theSuspect Daté&section Tab or th8uspect Data ConSection Tab.
2. To move forward through the Suspects, clickNk&tButton
3. To move backward through the Suspects, clicktiegiousButton.

How to Delete a Suspect:

1. Click on theSuspect Daté&ection Tab or th8uspect Data ConSection Tab.
2. Use thé\extandPreviousButtons to move to the Suspect that you want to delete.
3. Click theDeleteButton.

How to Print the current Suspect:

1. Click on theSuspect Daté&ection Tab or th8uspect Data ConSection Tab.

2. Click thePrint Button that resides within tiguspect Dats&Section Tab or th8uspect Data
Cont. Section Tab.

3. When the Print Dialog Box appears, click @i Button to print or th€ancelButton to cance
the operation.

How to Add a Withess:

1. Click on thewitness DateSection Tab.

2. Everytime that you start a new SAR, the system will be ready to accept the first Witnes
without the user having to click tiNewButton. Please remember that this only works for
the first Witness. If you need to add more than one Witness to the SAR, you will have tc

ace

-

ombo

-23-



click theNewButton to reset the fields so that they will accept the additional Witness Dita.

3. Click theSaveButton that resides within thwitness DataéSection Tab when finished enteri
the information.

How to Edit a Witness:

1. Click on thewitness Dat&Section Tab.
2. Edit the information as follows:

- Ifyou are editing a text, phone number, date or money field, click within the box to p
the cursor. Use thgackspaceor DeleteKey to remove the current information. Type i
your new information.

- Ifyou are editing a check box, use the mouse to select or deselect the check box.

g

ace
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- Ifyou are editing a combo box, use the mouse to select the arrow to display the entjre
contents of the combo box. Use the mouse to choose your new selection from the qombo

box.
3. Click theSaveButton that resides within th&itness DatéSection Tab editing the
information.

How to Move through multiple Witnesses:

1. Click on thewitness Dat&Section Tab.
2. To move forward through the Witnesses, clickNleetButton
3. To move backward through the Witnesses, cliclPttexiousButton.

How to Delete a Withess:

1. Click on théwitness DateSection Tab.
2. Use théNextandPreviousButtons to move to the Witness that you want to delete.
3. Click theDeleteButton.

How to Print the current Witness:

1. Click on thewitness Dat&Section Tab.

2. Click thePrint Button that resides within th#itness DateSection Tab.

3. When the Print Dialog Box appears, click @i Button to print or th€ancelButton to cance
the operation.

How to Print the Explanation:

1. Click on theNarrative Section Tab.

2. Click thePrint Explanation Button.

3. When the Print Dialog Box appears, click the OK Button to print dCéreelButton to cance
the operation.
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How to Return to the Main Menu:

1.

Click theReturn to Main MenuButton.

Other Features Found in the SAR Data Entry Screens

How to Create a New Branch Entry While Working on a SAR:

A A

To View Help for the Narrative:
1.
2.
3.

To Paste the Narrative from another Software Package:

1.

o

Click on theFI/Branch Data Section Tab.

Click on theNewButton.

A Dialog Box will appear with the titlAdding a new branch while working on a SAR
Enter the information for the new Branch using the expected formats.

Click theOK Button to save the information, or tBancelButton to cancel the operation.

Click on theNarrative Section Tab.

Click theHelp Button.

A Dialog Box will appear with the titldelp for SAR Explanation After viewing it, click
theOK button to return to the SAR Data Entry Screens.

Select the text from the Software Package that you are using. An example would be Mi
Word or WordPerfect.
Copy the text using the menu options in the Software Package or the Key Combination ¢
CTRL+C.

Click on theNarrative Section Tab.

Click in the text area to place the cursor.

Paste the copied text by clicking on BesteButton or using the Key Combination of
CTRL+V.

crosoft
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General Information:
When you click on th&etrieve an Old SAButton from theMain Menu Screen, a data grid wil

appear that contains all of the SARs that you have previously created. The data grid contg
following information about each SAR:

To see an example of this data grid, please see Exhibit A.15
Sorting:

The Buttons at the top of each column allow you to sort the data grid. By default, the data

Retrieving an Old SAR

Column Information Displayed

Date Lists the Date that the SAR was input into the system

Time Lists the Time that the SAR was input into the system
Branch Lists the Branch Code

Suspect Last Name Displays the Last Name of the Suspect

Filed Displays a Y if this SAR has been filed and sent to the DC(

ins the

<7

sorted by the Date column in Ascending order. What this means is that the oldest date is
first in the data grid. When you first look at the data grid, the Date button will have an arro
pointing up. This tells you that the column is sorted in Ascending order. If you wanted to sortin
Descending order (the most recent date is displayed first), you would need to click the buttpn once.
The sort order will change. The direction of the arrow on the button will now be pointing dpwn.

This is your indicator that the sort has taken place. You may sort on any button at the top
data grid.

How to Retrieve a SAR:

N =

Click on theRetrieve an Old SAButton from the Main Menu Screen.

Click on any SAR in the data grid to highlight it.

Click on theOK Button to select the SAR and continue into the SAR Data Entry Screens,
click theCancelButton to return to th®ain Menu Screen.

If the SAR that you have retrieved has already been filed with the DCC, you will not be
allowed to make changes to the SAR. When you highlight the SAR and retrieve it, the s
makes a copy of the SAR and allows you to edit the copy. When you cli§kveButton

to save the changes, the copy is saved with the new information and the filed SAR is le
unchanged.

yrid is
isplayed

the

or

ystem

See the instructions f@Qreating a New SARf you have questions about editing an Old SA

R.
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Printing SARsS

General Information:

When you click on th€rint SARsButton from théMain Menu Screen, a data grid will appear
that contains all of the SARs that you have previously created. The data grid contains the
following information about each SAR:

Column Information Displayed

Date Lists the Date that the SAR was input into the system

Time Lists the Time that the SAR was input into the system
Branch Lists the Branch Code

Suspect Last Name Displays the Last Name of the Suspect

Filed Displays a Y if this SAR has been filed and sent to the DCC

To see an example of this data grid, please see Exhibit A.16

Sorting:

The Buttons at the top of each column allow you to sort the data grid. By default, the data grid is
sorted by the Date column in Ascending order. What this means is that the oldest date is displayed
firstin the data grid. When you first look at the data grid, the Date button will have an arro

pointing up. This tells you that the column is sorted in Ascending order. If you wanted to sort in
Descending order (the most recent date is displayed first), you would need to click the buttpn once.
The sort order will change. The direction of the arrow on the button will now be pointing dpwn.
This is your indicator that the sort has taken place. You may sort on any button at the top of the
data grid.

How to Print a single SAR:

1. Click on thePrint SARsButton from the Main Menu Screen.

2. Click on any SAR in the data grid to highlight it.

3. Click on thePrint Button to select the SAR and send it to the printer, or
click theCancelButton to return to th®ain Menu Screen.

4. ThePrinter Dialog Box will appear. Click th©K Button to start the printing process. When
the SAR has been sent to the printer, a message will return from the system that states |'Your
SARs have been sent to print.”. Click tbK Button in the message box. The system will
return to theMiain Menu Screen.
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How to Print multiple SARSs:

1. Click on thePrint SARsButton from the Main Menu Screen

2. Click on multiple SARs in the data grid to highlight them. To select multiple SARS, use
one of the following techniques:
A.

3. Click on thePrint Button to select the SARs and send them to the printer, or cli€katiheel
Button to return to th®lain Menu Screen.

4. ThePrinter Dialog Box will appear. Click th©K Button to start the printing process. Wh¢
the SARs have been sent to the printer, a message will return from the system that stat¢
SARs have been sent to print.”. Click (DK Button in the message box. The system will
return to theMain Menu Screen.

Click on the first SAR with the mouse and hold the mouse button down. Drag the m¢
pointer to the last record that you want to print and then let the mouse button go. Al
records between the first SAR selected and the last SAR selected should be highlig
Click on the first SAR with the mouse and let the mouse button go. Hold doGHIIR&
Key and move the mouse pointer to the last record that you want to print. Click oni
the mouse and then let tB&lIFT Key go. All the records between the first SAR selec
and the last SAR selected should be highlighted.

Click on the first SAR with mouse and let the mouse button go. Hold dov2TRieKey
and move the mouse pointer over the next record that you want to print. Click on it
the mouse. Continue to do this until you have selected all the SARs that you want t¢
After you have selected your last SAR, let@ERL Key go. This method allows you tg
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) print.

select SARs in any order. An example of this would be selecting the first, fifth and ninth

SARs to print. Only those rows should be highlighted when this process has been
completed.
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Printing Reports

General Information:

When you click on th&eportsButton from theViain Menu Screen, the SAR Queries and Reports

Screen will appear with the following Command Button options:

Command Button Purpose

SAR Report Prints a report listing all of the SARs stored in the system.
Suspect Report Prints a report listing all of the Suspects stored in the system.
Witness Report Prints a report listing all of the Witnesses stored in the system.

State & Zip Code Report Prints a report listing States and Territory abbreviations yithin

the United States and valid Zip Codes for each.
Country Code Report Prints a report listing Country Names and Abbreviations.
Return to Main Menu Returns the user to the Main Menu Screen.

To see examples of these screens, please see Exhibits A.17-A.22
How to Print the SAR Report:

1. Click theSAR ReporButton from theSAR Queries and ReportScreen.

2. A data grid will appear listing all of the SARs stored in the system. If desired, use the H
at the top of each column to sort the data. For an explanation on sorting, see the sortin
in Retrieving an Old SARor Printing SARs

3. Click thePrint Button to send the list to the printer, or click @&ncelButton to return to the
SAR Queries and ReporScreen.

4. ThePrinter Dialog Box will appear. Click th©K Button to start the printing process. Whe
the report has been sent to the printer, a message will return from the system that state
report has been sent to print.”. Click (& Button in the message box. The system will
return to theSAR Queries and ReportScreen.

How to Print the Suspect Report:

=

Click on theSuspect RepomButton from theSAR Queries and ReportScreen.

2. A data grid will appear listing all of the Suspects stored in the system. If desired, use t
Buttons at the top of each column to sort the data. For an explanation on sorting, see th
section inRetrieving an Old SARor Printing SARs

3. Click thePrint Button to send the list to the printer, or click @&ncelButton to return to the

Buttons
) section

EN

5 “Your
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e sorting

SAR Queries and ReporScreen.
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4.

How to Print the Witness Report:

=

How to Print the State & Zip Code Report:

=

How to Print selected Countries from the Country Code Report:

1.
2.
3.

ThePrinter Dialog Box will appear. Click th®K Button to start the printing process. When

the Report has been sent to the printer, a message will return from the system that states “Your

report has been sent to print.”. Click th& Button in the message box. The system will
return to theSAR Queries and ReportScreen.

Click on theWitness ReporButton from theSAR Queries and ReportScreen.

A data grid will appear listing all of the Witnesses stored in the system. If desired, use(the
Buttons at the top of each column to sort the data. For an explanation on sorting, see the sorting

section inRetrieving an Old SARor Printing SARs
Click thePrint Button to send the list to the printer, or click @&ncelButton to return to the
SAR Queries and ReportScreen.

ThePrinter Dialog Box will appear. Click th®K Button to start the printing process. When

the Report has been sent to the printer, a message will return from the system that states “Your

report has been sent to print.”. Click th& Button in the message box. The system will
return to theSAR Queries and ReportScreen.

Click on theState & Zip Code RepoiButton from theSAR Queries and ReportScreen.
A data grid will appear listing abbreviation and zip code information about all of the Stg
and Territories in the United States.

Click thePrint Button to send the list to the printer, or click @&ncelButton to return to the
SAR Queries and ReportScreen.

ThePrinter Dialog Box will appear. Click th®K Button to start the printing process. When

tes

the Report has been sent to the printer, a message will return from the system that statgs “Your

report has been sent to print.”. Click th& Button in the message box. The system will
return to theSAR Queries and ReportScreen.

Click on theCountry Code RepoiButton from theSAR Queries and Reportcreen.
A data grid will appear listing abbreviation information for all of the Countries.

Click on multiple Countries in the data grid to highlight them. To select multiple Countrigs,

use one of the following techniques:
A. Click on the first Country with the mouse and hold the mouse button down. Drag the
pointer to the last Country that you want to print and then let the mouse button go. A
Countries between the first Country selected and the last Country selected should b
highlighted.

B. Click on the first Country with the mouse and let the mouse button go. Hold down thie

SHIFT Key and move the mouse pointer to the last Country that you want to print. C
on it with the mouse and then let the SHIFT Key go. All the Countries between the f
Country selected and the last Country selected should be highlighted.
C. Click on the first Country with the mouse and let the mouse button go. Hold down th

mouse
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CTRL Key and move the mouse pointer over the next Country that you want to print.| Click
on it with the mouse. Continue to do this until you have selected all the Countries that you
want to print. After you have selected your last Country, leCieL Key go. This
method allows you to select Countries in any order. An example of this would be sglecting
the first, fifth and ninth Countries to print. Only those rows should be highlighted when this
process has been completed.

3. Click thePrint SelectedButton to send the list to the printer, or click @&ncelButton to
return to theSAR Queries and ReportScreen.

4. ThePrinter Dialog Box will appear. Click th®K Button to start the printing process. When
the Report has been sent to the printer, a message will return from the system that
states “Your report has been sent to print.”. ClickQKeButton in the message box.

5. Click theCancelButton to return to th8AR Queries and Reportcreen.

How to Print the entire Country Code Report:

1. Click on theCountry Code RepoiButton from the SAR Queries and Reports Screen.

2. A data grid will appear listing abbreviation information for all of the Countries.

3. Click the Print All Button to send the list to the printer, or click the Cancel Button to retuin
to the SAR Queries and Reports Screen.

4. A message will return from the system that asks “Are you sure that you want to print all pf the
country information? (It will be several pages)”. If you want to print the entire list, click the
YesButton, otherwise click thlo Button and follow the instructions listed in the previous
section for printing selected Countries.

5. ThePrinter Dialog Box will appear. Click th©K Button to start the printing process. When
the Report has been sent to the printer, a message will return from the system that states “Your
report has been sent to print.”. Click (DK Button in the message box.

6. Click theCancelButton to return to th8AR Queries and Reportcreen.

How to Return to the Main Menu Screen:

1. Click theReturn to Main MenuButton.
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General Information:

Creating SAR Diskettes

Drives are the letters assigned to the different storage devices in your computer system. <
typically stands for the Floppy Diskette Drive and <C> typically stands for the Hard Drive.
the remainder of this section, they will be referred to as <A> and <C>. Directories are file

A>
For

storage locations on Drives. A Directory can be thought of as a folder. Within each Directory or

folder, you can store files. The complete structure of a filename is as follows:
[Drive]:\[Directory]\FileName

To see an example of this screen, please see Exhibit A.23

The data grid that is on the screen is similar to those you have encountered in other parts (

system. If desired, use the Buttons at the top of each column to sort the data. For an expla

on sorting, please see the sorting sectidRatrieving an Old SARor Printing SARS

The File Information Section of this screen contains the following information:

Output File Name Includes the File Name, along with the Drive and Directory
locations.
Drive & Directory Box Allows you to select the Drive and Directory where you wo

like to save the output file.

File Type/Purpose Allows you to choose the type of file that you want to creats.

The options are to create a Backup/Consolidation File or tq
Create a Diskette for Mailing to the DCC.

You cannot change the names of the files created. You may change the Drive and Director
you store them to. If you are creating a diskette for mailing, the file name will be SARMAG
If you are creating a backup or consolidation, the file name will be BACKUP. The Drive an
Directory will vary. For example, if you wanted to create a diskette for mailing and were us
the <A> Drive, the name in tf@utput File NameBox would be:

ANSARMAG
Another example is if you wanted to create a diskette for mailing, but wanted to store the
SARMAG file to your <C> Drive in the Windows Directory until you are ready to
copy the file to a Floppy Diskette, the name inGheput File NameBox would be:

C:\Windows\SARMAG
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The same rules apply when creating backup or consolidation files. The only change for thi
be the SARMAG file name would be replaced by the BACKUP file name. This would look
follows in theOutput File NameBox:

How to Create a Diskette for Mailing to the DCC:

1.

At the bottom of the screen, you have the option of choosing a date range for creating your

A\BACKUP
C:\Windows\BACKUP

If you want to save the file to the <A> Drive, the easiest thing to do is to insert the diske
the <A> Drive before you click on tl@reate SAR DiskettButton from théviain Menu

Screen. Th€reating SAR(s)Screen will appear. The default option on this screen is to
Create a Diskette for Mailing. Because of this, the system automatically tries to access
<A> Drive of your computer system. If there is no diskette present, an error message V
return from the system that states:

“There is an error with your a: drive. This is probably because there is no diskette in th
drive. You can put a diskette in the drive and re-select a:”.

If you want to use a diskette, put one in the <A> Drive and then clidRatrgButton. If you
would like to save your file to the <C> Drive, click tBancelButton.

If you are saving the file to the <A> Drive, all of the File Information options should alre
set. They should appear as follows:

e Output File Name: A\SARMAG
* The Drive and Directory Box should show the <A> Drive selected
* The File Type/Purpose should be Create Diskette for Mailing

If you are saving to any other Drive and/or Directory, your options will be set to the follo
*  Output File Name: [Drive]:\[Directory\SARMAG
» The Drive and Directory Box should show the Drive and Directory you have selecte

* The File Type/Purpose should be Create Diskette for Mailing

At this point you would want to select the SARSs to include in the SARMAG file. You ha
options available to you, as described below:

A. You may select the SARs from the data grid at the top of the screen. To accomplish
use one of the following techniques:

1. Click on the first SAR with the mouse and hold the mouse button down. Drag the

mouse pointer to the last record that you want to include and then let the mouse
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4.

How to Create a Diskette For Backup:

1.

go. All the records between the first SAR selected and the last SAR selected sh
be highlighted.

2. Click on the first SAR with the mouse and let the mouse button go. Hold down t
SHIFT Key and move the mouse pointer to the last record that you want to inclu
Click on it with the mouse and then let BEIFT Key go. All the records between t
first SAR selected and the last SAR selected should be highlighted.

3. Click on the first SAR with the mouse and let the mouse button go. Hold down tH
CTRL Key and move the mouse pointer over the next record that you want to inc
Click on it with the mouse. Continue to do this until you have selected all the SA
that you want to include on the SARMAG file. After you have selected your last
let theCTRL Key go. This method allows you to select SARs in any order. Ane
ample of this would be selecting the first, fifth and ninth SARs to include on the
SARMAG file. Only those rows should be highlighted when this process has beg
completed.

B. You may select the SARs by using the date range feature at the bottom of the scree
must input a Start and End Date in MM/DD/YYYY format.

To create the SARMAG file, you must click one of @reateButtons that is displayed on thg
screen. If you selected SARs using the data grid, clicktbateButton just beneath it. If yo
selected SARs using the date range feature, clicdktbateButton at the bottom of the screg

If you already have a SARMAG file stored in the Drive and Directory location, a messa
return from the system that states:

“File IDRIVE]:\[DIRECTORY\SARMAG' Already exists. Do you want to replace it?”

Click theYesButton to overwrite the existing file. Click tihho Button to cancel the operatign.

Once the SARMAG file has been created, the system will return a message that states
“Your file ((DRIVE]:\[DIRECTORY|\SARMAG) has been created.”

Click theOK Button in the message box. The system will return td/hie@ Menu Screen.

If you want to save the file to the <A> Drive, the easiest thing to do is to insert the diske
the <A> Drive before you click on tl@reate SAR DiskettButton from théviain Menu

Screen. Th€reating SAR(s)Screen will appear. The default option on this screen is to
Create a Diskette for Mailing. Because of this, the system automatically tries to access
<A> Drive of your computer system. If there is no diskette present, an error message V
return from the system that states:
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“There is an error with your a: drive. This is probably because there is no diskette in th
drive. You can put a diskette in the drive and re-select a:”.

If you want to use a diskette to Backup your data, put one in the <A> Drive and then clic
RetryButton. If you would like to Backup your file to the <C> Drive, click @encelButton.

If you are saving the file to the <A> Drive, all of the File Information options should be s
except for the File Type/Purpose. It should be changed to reflect the creation of a Back
The information should appear as follows:

e Output File Name: A\SARMAG
* The Drive and Directory Box should show the <A> Drive selected
* The File Type/Purpose should be Backup or Consolidation

If you are saving to any other Drive and/or Directory, your options will be set to the follo
* Output File Name: [Drive]:\[Directory]\ BACKUP
» The Drive and Directory Box should show the Drive and Directory you have selecte

* The File Type/Purpose should be Backup or Consolidation

. At this point you would want to select the SARs to include in the BACKUP file. You hav
options available to you, as described below:

A. You may select the SARs from the data grid at the top of the screen. To accomplish
use one of the following techniques:

1. Click on the first SAR with the mouse and hold the mouse button down. Drag the

mouse pointer to the last record that you want to include and then let the mouse
go. All the records between the first SAR selected and the last SAR selected sh
be highlighted.

2. Click on the first SAR with the mouse and let the mouse button go. Hold down t
SHIFT Key and move the mouse pointer to the last record that you want to inclu
Click on it with the mouse and then let BEIFT Key go. All the records between t
first SAR selected and the last SAR selected should be highlighted.

3. Click on the first SAR with the mouse and let the mouse button go. Hold down tH
CTRL Key and move the mouse pointer over the next record that you want to inc
Click on it with the mouse. Continue to do this until you have selected all the SA|
that you want to include on the BACKUP file. After you have selected your last S
let theCTRL Key go. This method allows you to select SARs in any order. Ane
ample of this would be selecting the first, fifth and ninth SARSs to include on the
BACKUP file. Only those rows should be highlighted when this process has bee
completed.
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B. You may select the SARs by using the date range feature at the bottom of the screep. You
must input a Start and End Date in MM/DD/YYYY format.

4. To create the BACKUP file, you must click one of @reateButtons that is displayed on thg
screen. If you selected SARs using the data grid, clicktbateButton just beneath it. If yo
selected SARs using the date range feature, clicdktbateButton at the bottom of the scregn.

j =

5. If you already have a BACKUP file stored in the Drive and Directory location, a message will
return from the system that states:

“File IDRIVE]:\[DIRECTORY\SARMAG' Already exists. Do you want to replace it?”
Click theYesButton to overwrite the existing file. Click tihho Button to cancel the operatign.

6. Once the BACKUP file has been created, the system will return a message that states:
“Your file ((DRIVE]\IDIRECTORY|\BACKUP) has been created.”

Click theOK Button in the message box. The system will return td/hie@ Menu Screen.
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General Information:

How to Import SARS:

Importing SARS

As discussed in the Creating SAR Diskettes chapter, this version of the software only creatlsss files

with two different filenames called SARMAG or BACKUP. Versions 1.0 and 2.0 of this so
created two files called SARMAG and SAREXPOR. This version of the software replaces
SAREXPOR file name with the BACKUP file name. You may import files using any of the tf
file names (SARMAG, SAREXPOR, BACKUP). If you want to import records from a previc
version of this software, go into the previous software program and run the option for expo
records Export to File from the File Menu). This will create a SAREXPOR file that you can
import into this version.

Drives are the letters assigned to the different storage devices in your computer system. <

typically stands for the Floppy Diskette Drive and <C> typically stands for the Hard Drive.

the remainder of this chapter, they will be referred to as <A> and <C>. Directories are file

storage locations on Drives. A Directory can be thought of as a folder. Within each Direct

folder, you can store files. The complete structure of a filename is as follows:
[Drive]:\[Directory]\FileName

To see an example of this screen, please see Exhibit A.24

This screen contains the following information:

are
the
iree
us
ting
then

A>
For

Dry or

Import File Name Includes the File Name, along with the Drive and Directory
locations.

Branch Information Allows you to choose how you want to import branch defaj:t
information. There are three options. The first option replaces

the information already in your system with the information
contained in the import file. The second option creates ne
branch default information records in the system and does
replace any existing records. The last option ignores the
branch information in the import file.

1. If you want to import the SARs from the <A> Drive, the easiest thing to do is to insert th
diskette into the <A> Drive before you click on thgport SARsButton from théViain Menu
Screen. Thémporting SARsScreen will appear. The default option on this screen is to
Import SARs that were created for mailing to the DCC. Because of this, the system
automatically tries to access the <A> Drive of your computer system. If there is no disk

112

ette
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present, an error message will return from the system that states:

“There is an error with your a: drive. This is probably because there is no diskette in th
drive. You can put a diskette in the drive and re-select a:”.

If the SARSs that you want to Import are on a floppy diskette, put the diskette in the <A> [
and then click th&®etryButton. If the SARs that you want to Import are on the <C> Drive,
click theCancelButton.

If you are importing from the <A> Drive, the Drive and Directory should both have A:
displayed. If you are importing from any other Drive and/or Directory, you need to seleq
Drive from theDrop-Down Drive BoxfComboDrive Box. You can then select a Directory
double-clicking on any of the ones listed in the Directory box. If you don’'t see the oney
looking for, try scrolling down through the box by using the scroll bar on the right side of
box.

Once you have the Drive and Directory selectedrillee Box will list any file names in that
location. You can then select a file by clicking on any of the ones listedkileés&ox.

Remember, the only file names you should see in this box are SARMAG, SAREXPOR ¢
BACKUP.

Once the file has been selected, you need to select the Branch Information Option. Th¢
option, ignoring the Branch Information on the import file, is already selected by default.
want to replace your existing Branch Information or Create new Branch Information Reg
you must select option one or two. Once this is done, clickithert Button to begin
importing records or th€ancelButton to return to thain Menu Screen.

If you are importing prior version information or have changed your default Financial
Institution Information, the system will return a message that states:

“The records you are importing will have your default Financial Institution information
associated with them, even though the Financial Institution information on your import
file is different.”

This is only an information message. Since this software only allows one Financial
Institution at a time, the default information currently stored in your system will be used
you create a new diskette for mailing or backup. CliclkaKd3utton to continue.

Once the system is finished importing the records, a message will be displayed that stg
“Import of version # file complete. # records read.”
The # after version will be a 1, 2 or 3, depending upon which version of the software yc¢

file was created from. The # before records will vary depending upon how many recor
were in the file. Click th©K Button to return to thlain Menu Screen.

at

Drive

t the
by

DU are
the

-

b |ast
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Deleting SARS

General Information:

When you click on thBelete SAR8utton from théMain Menu Screen, a data grid will appea
that contains all of the SARs that you have previously created. The data grid contains the
following information about each SAR:

Column Information Displayed

Date Lists the Date that the SAR was input into the system

Time Lists the Time that the SAR was input into the system
Branch Lists the Branch Code

Suspect Last Name Displays the Last Name of the Suspect

Filed Displays a Y if this SAR has been filed and sent to the DC(

To see an example of this data grid, please see Exhibit A.25

Sorting:

<7

The data grid that is on the screen is similar to those you have encountered in other parts ¢f the
system. If desired, use the Buttons at the top of each column to sort the data. For an explanation

on sorting, please see the sorting sectidRatrieving an Old SARor Printing SARS

How to Delete a single SAR:

1. Click on theDelete SAR8utton from theMlain Menu Screen.

2. Click on any SAR in the data grid to highlight it.

3. Click on theDeleteButton to delete the SAR, or click t@ancelButton to return to thi&lain
Menu Screen.

4. TheDeletion ConfirmationDialog Box will appear. Click th#esButton if you really want
to delete the SAR, otherwise click the Button. If you click theresButton, a message will
return from the system that states “All selected SAR records have been deleted.”. Clic
OK Button in the message box. The system will return t&/idi@ Menu Screen. If you click
theNo Button, a message will return from the system that states “Deletion Cancelled.”.
theOK Button in the message box. Click thancelButton to return to thain Menu
Screen.

How to Delete multiple SARs:

« the

Click
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1. Click on theDelete SAR8utton from theMlain Menu Screen

2. Click on multiple SARs in the data grid to highlight them. To select multiple SARS, use
one of the following techniques:
A.

3. Click on theDeleteButton to delete the SARs, or click t@ancelButton to return to th#ain
Menu Screen.

4. TheDeletion ConfirmationDialog Box will appear. Click th¥esButton if you really want
to delete the SARs, otherwise click the Button. If you click theresButton, a message wil
return from the system that states “All selected SAR records have been deleted.”. Clic
OK Button in the message box. The system will return t&/idi@ Menu Screen. If you click
theNo Button, a message will return from the system that states “Deletion Cancelled.”.
theOK Button in the message box. Click thancelButton to return to thain Menu
Screen.

Click on the first SAR with the mouse and hold the mouse button down. Drag the m¢
pointer to the last record that you want to print and then let the mouse button go. Al
records between the first SAR selected and the last SAR selected should be highlig
Click on the first SAR with the mouse and let the mouse button go. Hold doGHIIR&
Key and move the mouse pointer to the last record that you want to print. Click oni
the mouse and then let tB&lIFT Key go. All the records between the first SAR selec
and the last SAR selected should be highlighted.

Click on the first SAR with mouse and let the mouse button go. Hold dov2TRieKey
and move the mouse pointer over the next record that you want to print. Click on it
the mouse. Continue to do this until you have selected all the SARs that you want t¢
After you have selected your last SAR, let@ERL Key go. This method allows you tg

huse
the
hted.

with
ted

vith
D print.

select SARs in any order. An example of this would be selecting the first, fifth and ninth

SARs to print. Only those rows should be highlighted when this process has been
completed.

« the

Click
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Appendix A

Suspicious Activity Reporting System

Yersion 3.0

Create SAR
Diskette

| Exit

Exhibit A.1

wm Uzer Defaults

| Import SARs | Delete SARs

Financial Institution; 1 Branch 1 SAR Preparer
1. Financial Institution Name 2. Primary Financial Regulator
|TEST EBANE ¥ Federal Reserve [~ ocCC
5 A " FDIC [ oTs
o ress
|123 AWV STREET mo
4. City 5. State 6. FIP Code
|aN¥ CITY |HI |45000
7. EIN 8. Transmitter Control Code 9. Asset Size
|12—35456789 [Tc1z345e |1soo0000
10. Contact Last Mame 11. First Hame 12. M.L
|SHITH |ToHN |
13. Phone 14. Title/Occupation
|t555) 555-5555 |SECURITY

Return to Main Menu

Exhibit A.2
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User Defaults

Financial Institution T Branch | T SAR Preparer

1. Branch Humber 2. Address

| 10000 -f |567 SOME STREET

3. City 4. State 3. ZIP Code 6. If Closed, Show Date

|aN¥ CITY |HI | 42000 | I

¥. Branch Contact Last Hame 4. First Hame 9. M.L

|GREEN |TANE |

10. Title / Occupation 11. Phone Humhber

|SECURITY | (555) 555-1234

12. Agency

| Branch 1 of 1
| | <<Provious Il Next>> QN New | | Print [ Sove |

Exhibit A.3

wm User Defaults

Financial Institution T Branch T SAR Preparer |
Preparer Last Hame First Hame Middle Initial
ISHITH IJDHN |
Title Phone Humber
ISECURITY ||:555:| E55_GEEG

Exhibit A.4
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SAFR Information

Suspect Data Suspect Data

Cont.

SAR DOata Cont.

Marmative

itnes= DOata

1. Check appropriate box: | I+ Initial Report [T Corrected Report T Supplemental Report |
2. Name of Financial Institution 3. EIN 5. Primary Federal Regulator
|TEST BANE |12—34567589 [¥ Federal Reserve
4. Address of Financial Institution I~ FDOIC I~ occ
|123 ANY STREET I~ Hcua I~ o1s
6. City 7. State B. Zip
|aRY CITY frI EELE

9. Address of Branch Office(s) where 10. Asset Size of
m Branch Code activity occurred Financial Institution
| 10000 =] | ioo00) |S67 SOME STREET |1so0o000

14. K institution

11. City 12. State 13. Zip closed, date closed
|aN¥ CITY |MI |48000 [~
15. Account number(s) affected, if any 16. Hawve any of the institution's accounts
I 12345678130 related to this matter been closed?

||_‘r’es

= Mo ||

o N oo v vons BN P

Exhibit A.5

wm SAFR Information =1 3

FlfBranch Data

Suspect Data
Cont.

54R Oata Cont.

Preparer #

Contact Data RE s

itnes= Data

17 Last Name or Hame of Entity

18 First Hame

19 Middle

21 SSH, EIN, or ITIN

|123-a5-6789

24 Fip Code 25 Country 26 Date of Birth

27 Phone Humber - Residence

(GE5Y EEL_9876 (Include area code)

29 Occupation/Type of Business

[LEWTS [SCOTT

20 Address

|590 ANY STREET

22 City 23 State

|aHT CITY |MI |48000

jus [01-01-1560

28 Phone Humber - Work
I {5ELy EEE_Sg7g  (nclude srea code)

Suspect 1 of 1

[evon- B e B New [ Ocicc [ P

s N rer o o vons I e

Exhibit A.6
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w SAR Information =] 3

UG i SAR Data SAR Data Cort. | Wiitness Data [AREEETEr

Cort . Contact Data WEm=IRE

Fl/Branch Data Suszpect Data

30 Forms of ldentification for Suspect:
¥ Criver's License § State ID ™ Passport ™ Alien Registration I cher: J

Murnber II.123456?890 lz=uing Authority IHI

31 Relationship to Financial Institution: (Choose up to four)

™ Accountant I Attorney v Customer I~ Officer
™ Agent [ Borrowwer I Director [T Shareholder
I sppraiser [ Broker I~ Employes [ Ciher I
32 Is insider suspect still affliated with the financial institution?
. Nl I 33 Date of Suspension,
If HO, specify: | [[es [ e g S

Termination, Resignation —_—

I Suspended
I Terminsted

I Resioned 34 Admission/Confession | [~ ¥e= [ ko |
Suspect 1 of 1

[ B I Now M Doiore M Prine |

T Foturn to Moin Moy T

Exhibit A.7

m SAER Information =] 3

Suspect Oata Preparer /

SAR Data Cont. Mitness Data Harmative

Fl/Branch Data Suzpect Data

Cont. Contact Data
35. Date of suspicious actiaty UB-~24-,1333
36. Total dollar amount imvohred
In kKnown or suspicious activity: sooo .00
37. Suspicious Activity Type: {Choose up to four)
— Bank Secrecy Act / Structuring / [ Counterfeit Check [ False Statement
Money Laundering [T Counterfeit Credit/Debit Card Misuse of Position or
[~ BribernsiGratuity [T Counterfeit Instrument (other) Self Dealing
[+ Check Fraud T Credit Card Fraud [T Mortgage Loan Fraud
T Check Kiting T Debit Card Fraud T Mysterious Disappearance
T Commercial Loan Fraud T Defalcation/Embezzlement I~ wire Transfer Fraud
T Consumer Loan Fraud
[ Other I (type of activity)

T Return to Moin Mons T

Exhibit A.8
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w SAR Information =] 3

Suspect Data Preparer §

Cont. Wiiness (B Contact Data

Harmrative

Suszpect Data

had a material impact on, or
I sooo____ oo I sooo____ oo otherwise affected the financial

soundness of, the institution?

41. Has the institution's bonding company been notified? I~ Yes [+ Ho
| I Yes [+ HNo |

Has amy law enforcement agency already heen achvised by telephone, written communication, or
otherwise? I so, list the agency and local address.

42, Agency Hame
|AHY CITY POLICE DEFPARTHENT

43. Address
|444 ANY STREET

44. City 45. State 46. Zip Code
|aHY CITY |MI |45000

T Foturn to Moin Moy T

Fl/Branch Data
38. Amount of loss prior to recovery 39. Dollar amount of recovery 40. Has the suspicious activity

Exhibit A.9
I = SAR Information M=l 3
FlfBranch Data | Suspect Data sugpgfm':'ma SAR Data SAR Data Cort. 02:22:&5;3 Harrative
47. Last HName 48. First Hame 49, Middle
IJACI{SON IJT.TI.IE |
50. Address 51. 55HM
I?B'EI ANOTHER STREET |9a?—55—4321
52. City 53. State 54. Zip Code £5. Date of Birth
IAHY CITY IHI 43000 |02/02/19?1
56. Title/Occupation 57. Phone Number 58. Interviewed?
ITEI.I.ER ||:555;| EE5—2323 [ Yes I~ Ho
witmess 1 of 1
[ cProvious [ No->> N now | [ Print__
[ Save Return to Main Monu [ Pam

Exhibit A.10
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w SAR Information =] 3

Suspect DOata Freparer §
Cont. S54F Oata S/ Data Cont. Contact Data

Fl/Branch Data Suszpect Data Mitness Data MNarmative

Preparer Information

59. Last Hame 60. First Hame 61. Middle Initial
ISHITH IJOHN |
62. Title 63. Phone Number {include area code} G64. Date

ISECURIT? I(EEE} 555-5555 IDB/24/1999

Contact for Assistance (If different than Preparer Information)

63. Last Name 66. First Name 67. Middle Initial
|SREEN |TANE

68. Title/Occupation 69. Phone Number (include area code)

|SECURITY |i555) 555-1234

70. Agency (if not filed by financial institution)

T Foturn to Moin Moy T

Exhibit A.11

m SAER Information =] 3

Fl/Branch Data Suzpect Data Suipgztml?la'ta SAR Data SAR Data Cont. Mitnes= Data 82:22{&5;3
Part VYl Suspicious Activity - -
Information Print Explanation
Explanation/Description
THIS IS A& TEST RECOED TO EE USED FOR THE EXHIEBITS IN THE USEE GUIDE. ;l

T Return to Moin Mons T

Exhibit A.12
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n

w Help for SAR E

Explanationddescription of knowen or suspected violation of law
ar suspicious activity. This section of the report i critical. The
care with which it is wwritten may make the difference in
wwhether aor not the described conduct and its possible criminal
nature are clearly understood. Provide a chronological and
complete accourt of the possible violation of lsw, including
wwhat is unusual, irregular or suspicious about the transaction,
u=ing the following checklist as yvour prepare your account.

a Describe supporting documentation and retain for 5 years.

b Explain who benefitted, financially or otherwise, fram
the transaction, how much, and how .

¢ Retain any confession, admission, or explanation of the
transaction provided by the suspect and indicate 1o whom
and when it was given.

d Retain any confession, admission or explanation of the
transaction provided by any other person and indicate to
wehiorm and when it was given.

& Retain any evidence of cover-up or evidence of an sttempt
to deceive federal or state examiners or athers.

f Indicate where the possible violation took place (e.q.
main office, branch, ather].

g Indicate whether the possible violation is an izolated
incident or relates to other transactions.

h Indicate whether there is any related litigation; it so,
specify.

—Help for Pasting Text

You can copy text fram a ward
processor into the explanation box.
This is done by selecting the desired
text in your woard processor and
pressing =CTRL-C= (the control key
and the "C" key at the same time).
Then you can just click on the "Paste"
button in this application. our text will
then appear in the text box.

I Recommend any further investigation that might
aszist law enforcement authorities.

i Indicate whether any information has been
excluded from this report; if so, why?

For Bank Secrecy Act ! Structuring 5 koney
Laundering reports, include the following
acclitional information:

k Indicate any account number that may be
inwaolved ar affected.

Exhibit A.13

ol = Adding

|5

[

FIfErar

1. Branch Humber 2. Address

a new branch while working on a SAR

i
-

[—— !

Fl
M
i

&
=

3. City 4. State

5. FIP Code 6. If Closed, Show Date

i
I
i

¥. Branch Contact Last Name

=
2

| -

8. First Hame

10. Title / Occupation

B

11.

Phone Humber

12. Agency

-
-
.

-~

:I:-l
A
oA

e
rals
wn .

|.:;._

|

Cancel

Exhibit A.14
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m Selecting an Existing SAR to Work on

Suspect Last Name

05/24/1999 14:00:50 10000 LEWIS

-
| Create SAR | |
Disketie Import SARs Delete SARs

Exhibit A.15

w Printing SAR(s)

Suspect Last Name

08.-24.-1999 14:00:50 10000 LEWIS

Select the SAR(s) you want to print. Then click on "Print". -

Exhibit A.16
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Suspicious Activity Reporting System

User Defaults i
Version 3.0

= SAR Queries and Reports

SAR Report Suspect Report Yitness Report

State & Zip Code

Return to Main Menu Report Country Code Report

Exhibit A.17

w SAP Report — O] x|

Suspect Last Name

0s/24/1999 l4:00:50 10000 LEWIS

X

n Fanee!

i DIAe & £1p Loae
Return to Main Menu Country Code Report

Report

Exhibit A.18
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wm Suspect Report

Suspect Last Name

05/24/1999 14:00:50 10000 LEWIS

n canee

Exhibit A.19

wm Wilness Report

0s/24/1999 1l4:00:50 10000 JACESON

n Fanee!

Exhibit A.20
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w 17.5. States and their ode Range(s)

Abbrew ZIF Code Range State Mame
A 34000 — 34099 LPMED FORCEZ LMERICAS (EXCEPT CARNADAL) =
AE o9onoo — 09599 ARMED FORCES AFRICAS CANADASEURCPFESMIDDLE EAST
AE 99500 - 9994949 AL ASER
AT, 35000 - 35999 LL,ABALMD 4
AR 95200 — 95699 LEMED FORCES PLCTIFTIC
AR Fle00 - 729949 LREANS LS
AR (Z2) 75500 - 75589 LREANS LS
it 95700 — 95799 LMERTC AN SAMOL
Az S5000 — 56599 LARTZCOMNA
Ch SOooo00 — 98699 CALIFORMNIA
iz sSO0000 — 51699 COLORATD
CT Os000 — 0Os999 CONMECTICOT
DC 20000 — 20599 LDISTRICT OF COLUMEIA
LE 19700 — 129999 DELAWARE
FL 32000 - 34299 FLORIDAL ;J
Kz
Report - '
Exhibit A.21

w Country Code Report

'ou can either print this whaole list, or zelect parts of it to
print with your mousze

Country Mame

AT IGITA
ANTILLES., NETHERLANDS
AF AFGHANISTAN

AG ALGERIA

AT AZERBATJAN

AT ATBAHTA

AM ARMEHI A

AN ANDORREA

A AHGOLA

AR ARGEHTINA

AS AUSTRALTA

AT ASHMORE & CARTIER IS.
AT AUSTRIA

AV AHGUILLA

AT ARTTBA

AT AHTARCTICA

EA BAHRAIHN

EE BARBADOS

EC BOTSWANA

ED EERMUDA

o
[EN
i
i
i
i
flamt
i
=
i
i
I
i
L
fret
flm]
i
L]

EE EELGIUH =
[ o seiocea
Exhibit A.22
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ating

Suspect Last Name

Og-24.-1399 14a:00:50 10000 LEWIS

Select the SAR(s) you want to create and the name of the output C I
file. Then click on ‘Create’ to create the file. ance
—File Information
Output file name: CA\PROGRAM FILESVWSAR WERSIOMN 3WSARMAG

=3 o PwANNT] - File Type/Purpose
AT ¢~ Backup or Consolidation
5] Program Files

=

= Create Diskette for Mailing

You can select a starting and Start Date End Date
OR .. ending date uf-the SAR(s) you I — I — -
want to export:
Exhibit A.23

w Importing SAR=s

—Import File Hame:
CProgram Files\SAR Wersion 3h

Dirive: Files:

Drirectary: a o,

S Program Files
Ly =Y on 3

Select the correct drive and directory for your import file. Then click on the
file name. Then choose how you want to handle the Financial Instution and
Branch Information on your import file. Then click the “Import” button.

— Branch Information
— Replace my default Branch Information records with the
infarmation on the impart file

— Create new Branch lnformation records with the
infarmation on the impart file [don't replace any records]

= K.eep my existing Branch Information records just as they
are [ignore Branch Information data an import file]

s
-

Exhibit A.24
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m Deleting SAR(s) = Ed
I Branch I Suspect Last Name I Filed

Exhibit A.25
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Internal Use

TCC Code

FORM DCC-4419A

Application for Magnetic Reporting
of Suspicious Activity Report (SAR)

1. Name and address of organization (street, city, state, zip code)

2. Person to contact about this request

Name

Title

Telephone Number: (Include area code)

3. Employer Identification Number (EIN)

4. Calendar year for which you will begin to file on magnetic media

(MM/YYYY)

5a. Transmitter name and address if different from item 1

5b. Employer Identification Number (EIN)

5c¢. Transmitter control code (TCC)

6. Type of magnetic media to be used:

I:l 5 1/4” Diskette I:l 31/2" Diskette

7. Person responsible for DCC-Form 4419a

7a. Name

7b. Title

7c. Signature

7d. Date
(MM/DD/YYYY)
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